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nmap --script sslv2 -p 443
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Tomcat 5 and 6 (6.0.38 LARTARZASE) :

maxThreads="150" SSLEnabled="true" scheme="https" secure="tr
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clientAuth="false" sslProtocols = "TLSv1,TLSv1l.1,TLSv1.2" />

Tomcat 6 (6.0.38 ZEMARASR) 22 7 :




maxThreads="150" SSLEnabled="true" scheme="https" secure="tr

ue

clientAuth="false" sslEnabledProtocols = "TLSv1,TLSv1.1,TLSv1.2"

/>

Tomcat APR :

maxThreads="150"

enableLookups="false" disableUploadTimeout="true"

acceptCount="100" scheme="https" secure="true"

SSLEnabled="true"

SSLCertificateFile="${catalina.base}/conf/localhost.crt"

SSLCertificateKeyFile="${catalina.base}/conf/localhost.key"

SSLProtocol="TLSv1"/>
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SSLProtocol all -SSLv2 -SSLv3
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1.https://web.nvd.nist.gov/view/vuln/detail?vulnld=CVE-2016-0800

(NVD)

2.https://www.owasp.org/index.php/Transport_Layer_Protection_Ch




eat_Sheet (OWASP)

3.https://isaca.nl/dmdocuments/ISACA-NL-20140602.pdf (ISACA-O

SSTMM)

4.https://access.redhat.com/solutions/1232233

5.http://httpd.apache.org/docs/2.0/ssl/ssl_howto.html

6.http://social.technet.microsoft.com/wiki/contents/articles/2249.ho
w-to-disable-sslv2-on-a-windows-server-2008-and-windows-server

-2008-r2-domain-controller-dsforum2wiki.aspx
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