TR B o & i 2 G el s o0

R LR UEE R

Wed Jan 10 17:1
SAiMRSE | NCCST-ANA-2018-0001 AT
BAsRYE | NCCS 018-000 AT 6:30 CST 2018
Wed Jan 10 00:0
S Zﬂ :xca \% féf H-Ik
E=HE JRIEITH Eeihl 0:00 CST 2018

[BE -5 B2 4] 255K CPU iz ¥R 85171 Meltdown Eil Spectre JRilE - /atI B

Halfm e N ey e e e
FAEZE R EEAGCIEAS N ATRBCERN - ST EE TE I

Google Project Zero ZEWHZEEIZ Y 1 H 3 HEFE Meltdown 8 Spectre [WifiEi5
AT HIENT T (Speculative execution) VA EE 7=, - HATEMZ A E =2 /V/H
B2 E LN —REAERER > iEFEREE SRS EEEAER
2 o

B | 52 ) b AmEer: > BIECD Meltdown(CVE-2017-575A)R0H » A Hedr 03Tk
B8 D) 2 AR RRFE HUTE AR B R 3 240 AT B0 5 sC [ B > 1T Spectre
(CVE-2017-5753)84(CVE-2017-5715)):[ » Al e aF B &8 H CPU A% 0 A
REEE R » SE S BUST TR IE R U E e R IR NI A
e

Intel FREHES

-Intel Core 13 processor (45nm and 32nm)

-Intel Core 15 processor (45nm and 32nm)

-Intel Core 17 processor (45nm and 32nm)
a2y -Intel Core M processor family (45nm and 32nm)
-2nd generation Intel Core processors

-3rd generation Intel Core processors

-4th generation Intel Core processors

-5th generation Intel Core processors




-6th generation Intel Core processors

-7th generation Intel Core processors

-8th generation Intel Core processors

-Intel Core X-series Processor Family for Intel X99 platforms

-Intel Core X-series Processor Family for Intel X299 platforms

-Intel Xeon processor 3400 series

-Intel Xeon

-Intel Xeon

-Intel Xeon

-Intel Xeon

-Intel Xeon

-Intel Xeon

-Intel Xeon

-Intel Xeon

-Intel Xeon

-Intel Xeon

-Intel Xeon

-Intel Xeon

-Intel Xeon

-Intel Xeon

-Intel Xeon

processor 3600 series

processor 5500 series

processor 5600 series

processor 6500 series

processor 7500 series

Processor E3

Processor E3

Processor E3

Processor E3

Processor E3

Processor E3

Processor ES

Processor ES

Processor ES

Processor ES

Family

v2 Family

v3 Family

v4 Family

v5 Family

v6 Family

Family

v2 Family

v3 Family

v4 Family




-Intel Xeon Processor E7 Family

-Intel Xeon Processor E7 v2 Family

-Intel Xeon Processor E7 v3 Family

-Intel Xeon Processor E7 v4 Family

-Intel Xeon Processor Scalable Family

-Intel Xeon Phi Processor 3200, 5200, 7200 Series

-Intel Atom Processor C Series

-Intel Atom Processor E Series

-Intel Atom Processor A Series

-Intel Atom Processor x3 Series

-Intel Atom Processor 7 Series

-Intel Celeron Processor J Series

-Intel Celeron Processor N Series

-Intel Pentium Processor J Series

-Intel Pentium Processor N Series

ARM

-Cortex-R7

-Cortex-R&

-Cortex-A8

-Cortex-A9

-Cortex-A15




-Cortex-Al17

-Cortex-AS57

-Cort Windows 10ex-A72

-Cortex-A73

-Cortex-A75
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1. Windows 7/8/10 B Server 2008/2008R2/2012/2012R2 {EZE 247 » W LA T
JiEMERR I A (Y CPU iz ids 558857 Meltdown £ Spectre JRHIHYI B :

(D) &E 4B B E 75 (https://gallery.technet.microsoft.com/scriptcenter/Speculati
on-Control-e36f0050#content)48hE N &EifEZE - Wi " SpeculationControl.zip | &
FE A R4

(2)iF B =548 = Windows PowerShell @ 2R DL &4 & HH EFEFR ST -
(3)7F Windows PowerShell 1 &5 VA ZIHE =R BRGE L B -
(Mg A T $SaveExecutionPolicy=Get-ExecutionPolicy | ©

(5)g A T Set-ExecutionPolicy RemoteSigned -Scope Currentuser ;| —$% | Enter
—fERY e

(6)#sr A T Import-Module \SpeculationControl.psml | —#% | Enter—%% [~ R °
(Digr A T Get-SpeculationControlSettings ;| —$% | Enter °

@YAEBURLTHVE T AR ATRE S 2B A 53 ST AV RIEERA
LB AR E

)& 52 8% o #5 A T Set-ExecutionPolicy $SaveExecutionPolicy -Scope
Currentuser ;| —Enter=#% T Y » /& PowerShell # = {8 H -

2. Ubuntu/Debian B Linux /EZE £458 ] =8 LU 7505 » HERL 2 R CPU
PRI ES 51857 Meltdown B Spectre JR [FIRYICEE » ELERBHJRTPEE Linux L4
RIEE A sr 4Gy -

(D& 4em] 2 (https://github.com/speed4 7/spectre-meltdown-checker)4&HE T &k Linu



https://gallery.technet.microsoft.com/scriptcenter/Speculation-Control-e36f0050#content)網址下載檔案，並將「SpeculationControl.zip
https://gallery.technet.microsoft.com/scriptcenter/Speculation-Control-e36f0050#content)網址下載檔案，並將「SpeculationControl.zip
https://github.com/speed47/spectre-meltdown-checker)網址下載Linux
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Q) N#EL A > FIFF&R I RES » B A " it clone https:/github.com/speed47/

spectre-meltdown-checker.git ; B¢ " wget https://raw.githubusercontent.com/speed4

"I /spectre-meltdown-checker/master/

spectre-meltdown-checker.sh ;| -

Q) EFE VMR N EFEZEAIALE - W DUE PR EE TR EAEZE T sudo spect

re-meltdown-checker.sh |

A AT fetRsE S g1 HY STATUS AREE(VULNERABLE 2 NOT VULNERABLE) °
o Al e 2 182 Meltdown B Spectre JR REIRVEZZE -
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TESERGET
-Microsoft Windows:
(OHERLIEFE R LTRA -

Q) FEEZE AL AYSE B https://portal.msre.microsoft.com/en-US/security-gui
dance/advisory/ADV 180002

-APPLE : https://support.apple.com/en-us/HT201222

(1)macOS High Sierra: 2 App Store * BEEF¥IHH » F#Hr macOS High Si
erra 10.13.2 Supplemental Update °

(2)OS X El Capitan 10.11.6 and macOS Sierra 10.12.6; 5 #r Safari 2 11.0.
2 o

-0S: §EirE i0S 11.2.2 ¢
-VMware :
(DHFESY ESXi ~ Workstation ~ Fusion fRAS ©

QE B4 NEE I https://www.vmware.com/tw/security/advisories/ VMSA-2



https://github.com/speed47/spectre-meltdown-checker)網址下載Linux
https://github.com/speed47/
https://raw.githubusercontent.com/speed47/spectre-meltdown-checker/master/
https://raw.githubusercontent.com/speed47/spectre-meltdown-checker/master/
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/ADV180002
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/ADV180002
https://support.apple.com/en-us/HT201222
https://www.vmware.com/tw/security/advisories/VMSA-2018-0002.html

018-0002.html
-Ubuntu -
(DHERLIEZE R GRA -

Q) ¥t O BB A48 R R hitps://wiki.ubuntu.com/Security Team/Knowled
geBase/

-RedHat -
(DWENESE R SRR -

()Z THI48%k: https://access.redhat.com/security/vulnerabilities/speculativeexecu
tion - PJHAMEEKZE Resolve °

Q)% LA PRI IERAR -

-SUSE *
(DHESRIESE R FROA

Q)E iz O ELEA: https://www.suse.com/support/kb/doc/?id=7022512

-Android * 2% Android Security Patch B—H (ZFE{EZERZ4E OTA B
FEREHE)

BB S E R -
-Edge and IE : [8] Microsoft Windows {EZE 247 58 1 7E H

-Google * https://support.google.com/fags/answer/7622138

(1)Google chrome Desktop: SEHANAZ 63 DL_E

(2)Google chrome Android: FfEX Chrome app FA48uE%1E A chrome:/flags °
MR Strict site isolation” YEH B “Enable”

(3)Google chrome i0S: ¥ i0S B# & 11.2.2 DL E

-Mozilla Firefox @ BHHHRAZE 57.04 DL

1.https://security.googleblog.com/2018/01/todays-cpu-vulnerability-what-you-need.h



https://www.vmware.com/tw/security/advisories/VMSA-2018-0002.html
https://wiki.ubuntu.com/SecurityTeam/KnowledgeBase/
https://wiki.ubuntu.com/SecurityTeam/KnowledgeBase/
https://access.redhat.com/security/vulnerabilities/speculativeexecution
https://access.redhat.com/security/vulnerabilities/speculativeexecution
https://www.suse.com/support/kb/doc/?id=7022512
https://support.google.com/faqs/answer/7622138
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2.https://www.1thome.com.tw/news/120312

3.https://www.bleepingcomputer.com/news/microsoft/how-to-check-and-update-win
dows-systems-for-the-meltdown-and-spectre-cpu-flaws/

4.http://www.kb.cert.org/vuls/id/584653

5.http://technews.tw/2018/01/05/about-intel-meltdown-spectre/
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